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Switch-core#conf t

Switch-core(config)#access-list 1 permit host _ (8)
Switch-core(config)#line _ (9) 04
Switch-core(config-line)#access-class 1 __ (10)

Sﬂdtch-cqm{muﬁg)#ip access-list extend server-protect :
Switch-core(config-ext-naclj#permit tep host __(11)  host 10.1.2.21 eq 1521
Switch-core(config-ext-nacl)#deny tcp __€12) . 0.0.0.255 host 10.1.2.21 eq 1521
Switch-core(copfig-ext-nacl)#permit tcp 10.1.0.0 0.0.255.255 host 10.1.2.21 eq 1521
Switch-core(config-ext-nacl)#permit tep 10.1.0.0 0.0.255.255 host 10.1.2.20 eq www
Switch-core(config-ext-nacl#permit tep 10.1.0.0 0.0.255.255 host 10.12.22 eq fip
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Switch-core(config)#time-range TR1
Smlnh-mm{mnﬂg—hmc—mgc)#ﬁbmhﬂc Hﬁﬂ BB*DI} 1 June 2015 end 00:00 3 June 2015

Switch-core(config)#ip access-list extend internet_limit
Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 80 time-range TR
Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 443 time-range TR
if__(14)

Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 1863 time-range TR.1
i_(15)

Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 8000 time-range TR1
Switch-core(config-ext-nacl)#deny udp 10.1.0.0 0.0.255.255 any eq 8000 time-range TR1
Switch-core(config-ext-nacl)#deny udp 10.1.0.0 0.0.255.255 any eq 4000 time-range TR 1
Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 3128 time-range TR1
Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 8080 time-range TR1
Switch-core(config-ext-nacl)#deny tcp 10.1.0.0 0.0.255.255 any eq 1080 time-range TR1
Switch-core(config-ext-nacl}#permit ip any any

Switch-core(config-ext-nacl#exit

Switch-core{config)#int_ (16)

Switch-core(config-if)#ip access-group internet_limit out
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Switch-core(config)#ip access-list extend fi-main

Switch-core{config-ext-nacl)#permit tcp any 10.1.0.0 0.0.255.255 reflect r-main timeout 120
Switch-core{config-ext-nacl)}#permit udp any 10.1.0.0 0.0.255.255 reflect r-main timeout 200
Switch-core(config-ext-nacl)#permit icmp any 10.1.0.0 0.0.255.255 reflect r-main timeout 10
Switch-core{config-ext-nacl)}#permit ip any any

Switch-core(config-ext-nacl)#exit

Switch-core(config)#int _(17)

Switch-core(config-if)#ip access-group fi-main in

Switch-core{config)#ip access-list extend fi-access-limit
Switch-core{config-ext-nacl}#evaluate r-main
Switch-core{config-ext-nacly#deny ip any _(18)
Switch-core(config-ext-nacl#permit ip any any
Switch-core(config-ext-nacl)#exit
Switch-core(config)#int _(19)
Switch-core(config-if)#ip access-group fi-access-limit in
Switch-core(config-if)#int _(20)
Switch-core(config-if}#ip access-group fi-access-limit in
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DHCPServer  |[Etb0 192.168.1.249 F0/2 2)
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R w] AR P R T 20 90 R 0 £E 3 vlan 1 vlan
10, vlan 20 A1 vian 30, #3EHAEHHML ST E, JFEE S1
SEHL vian [AEAE,  FrA A EALER ] DHCP 3KHL 1P
bb. #HRZDREAN RN (SRR DLTNREm 4.
Switch>en
Switch#_(3)
Switch(config)#hostname_(4)
S1(config)#interface fastEthernet 0/1
S1(config-if)_(5) mode trunk
S1(config-if)#interface vlan 10/_(6)
S1(config-if)#ip address 192.168.1.206 255.255.255.240
S1(config-if)#no shutdown
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S1(config-if)#ip helper-address_(7)
S1(config-if)#_(8)
S1(config)#

S1(config)#router_(9)
S1(config-router)#version_(10)
S1(config-router)#network 192.168.1.192
S1(config-router)#network 192.168.1.208
S1(config-router)#network 192.168.1.224
S1(config-router)#_(11)
S1#
L 31 (240
£ S1 ¥4 FO/1 #2FIEC BN trunk BEECRT,  HHIL T BL R4
TN
Command rejected: An interface whose trunk encapsulation is
"Auto" can not be configured to "trunk" mode.
REREX_(12)  J7 ik iZ ) o
(12>
(4) A. %30 LA no shutdown iy 4 J&5 FH# FH % &
B. fEiz#% N BRI R G e A iZdr &
C. H¥RIZIHE A Z a2
D. B R E N access A5 B % &
(R4 (240
7E S1 _LFCE [ =4 SVI $2 11 Huhik- 43 5l kb 7E
192.168.1.192, 192.168.1.208 1 192.168.1.224 M B, &A1
TR (13)
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